Properties of Boolean Functions:
• The support of a Boolean function f is defined as, Supp(f ) = {x ∈ GF (2) n | f (x) = 1.}
• The weight of f is w(f ) = |Supp(f )|
• A Boolean function is called balanced if w(f ) = 2 n−1 , in other words if f (x) takes an equal number of 0's and 1's.
• An affine function is a Boolean function f : GF (2) n → GF (2), of the form:
where a ∈ GF (2) n , and ∈ GF (2).
Properties of Boolean Functions(cont'd):
• An affine Boolean function is called a linear function if = 0. It is of the form f (x) = a · x with a ∈ GF (2) n .
• Walsh transform of a Boolean function f is defined as:
• Nonlinearity N f of f , is the minimum distance of f to affine functions. In terms of Walsh transform:
A Cryptographically good Boolean function should satisfy
• high nonlinearity
• balancedness
• good propagation characteristics
• high correlation immunity.
There is a trade-off among above criteria. Therefore, the problem is to optimize these measures.
Bent Functions:
Bent functions are a family of Boolean functions with maximum distance to the set of affine functions using the above nonlinearity measure.
Properties of Bent Functions:
• Bent functions exist for even n.
• They are characterized by means of Walsh transform. A Boolean function f is called
• Weight of bent functions can take two values: w(f ) = 2 n−1 ± 2 n 2 −1 . Hence these functions are not balanced.
Normal Bent Functions:
Definition . A Boolean function f is called normal, if restriction of f to an n/2 -dimensional affine subspace is constant.
Normality of f can be generalized to other dimensions:
Properties of Normal Bent Functions:
• It is known that for n ≤ 7, all Boolean functions are n/2 -normal [3]. Then n ≤ 6 all bent functions are normal.
• Canteaut et al verified in [1] that nonnormal bent functions exist for n ≥ 10.
• However it is unknown whether there exist any nonnormal bent functions with n = 8.
and V = U 2 . Let f be a normal bent function on V . That is w.l.o.g. f (x, 0) = 0 for all x ∈ U . Furthermore let a balanced function h : U → GF (2) be given. Set for x, y ∈ U g(x, y) =
otherwise.
Then g is balanced and we have
It follows that
Theorem . Let U = GF (2) n/2 and V = U 2 . Let f be a normal bent function on V . That is w.l.o.g. f (x, 0) = 0 for all x ∈ U . Furthermore let h : U → GF (2) with w(h) = 2 n/2−1 − c and p : V → GF (2) with w(p) = c, p(x, 0) = 0 for all x ∈ U and supp(p) ∩ supp(f ) = ∅ be given.
Then G is balanced and we have
where the even integer-valued function δ(a, b) ∈ [−2c, 2c]. Moreover, it follows that
Remark . If one chooses w(p) = c = 0, that is h to be balanced, then our construction coincides with the Dobbertin's construction [2] .
Example . Let n = 8, and f be a nor-
Let h be a bent function on GF (2) 4
with w(h) = 6. Then by taking any function p satisfying the conditions in our construction we have functions G having nonlinearity at least 116.
More Examples
• Let n = 8, and f be a normal bent function on GF (2) 8 . That is w.l.o.g. f (x, 0) = 0 for all x ∈ GF (2) 4 . Let h be a function on GF (2) 4 with w(h) = 7 and N h = 5. Then by taking any function p satisfying the conditions in our construction we have functions G having nonlinearity at least 116.
• Let n = 16, and f be a normal bent function on GF (2) 16 . That is w.l.o.g. f (x, 0) = 0 for all x ∈ GF (2) 8 . Let h be a function on GF (2) 8 with w(h) = 126 and N f = 118. Then by taking any function p satisfying the conditions in our construction we have functions g having nonlinearity at least 32698.
Conclusion
We have present a method of constructing highly nonlinear balanced Boolean functions which is a generalization of the Dobbertin's construction. As a future work we will deal with the other cryptographic properties of functions from our construction, such as resiliency, autocorrelation and SAC.
